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PekomeHpaauii woao 6e3neyHoi pobotu 3 cuctemoro EnekTtpoHHoOro
6aHKiHry B mepexi IHTepHeT

B cBoilt aianbHocTi AT “MpoKpeaunt BaHK” nparHe 3abe3neynTy NPo3opicTb onepaLiit KAieHTIB Ta KOHOIAEHUINHICTb
iHpopmaLii. MponoHyUYM NOCAYrM KAIEHTAM, MW NOCTIMHO NPALOEMO HaZ NiABULLEHHAM AKOCTi 06CAyroByBaHHS,
HaAiMHOCTI Ta 6e3MeYHOCTi BUKOPUCTaHHA cucTeMU ENEKTPOHHOro H6aHKiHry.

MpoTe, IHTEPHET Ta EIEKTPOHHA NOLITA MOXKYTb OYTU BUKOPUCTAHI LWAXPasMM 3 METOIO OTPMMAHHA KOHIAEeHLIMHOI
iHpopMmaLii ANnA NoJaNbLUOrO BMKOPWUCTAHHSA il B LUIAXPANCbKUX LiNAX i TOMYy MW pekoMmeHayeMo Bam 3aBxam
OOTPUMYBATUCh AEKINIbKOX MPOCTUX MpPaBW/, HanpaBieHUX Ha 3abe3neuyeHHs 6e3neyHoOi pobOTM 3 CUCTEMOLD
EnekTpoHHOro H6aHKiHry.

OCHOBHiI 3acTepeXHi 3axoaum:
Bxia B cucremy EnekrpoHoro 6aHKiHry AT “NMpoKpeaut baHk”

Ons Bxogy Ha Web-cTopiHKy EnekTpoHHoro BaHkiHry AT “lMNpoKpeaut BaHK” BMKOPWUCTOBYMTE Nulie aapecy
https://probanking.procreditbank.com.ua, BBegeHy BPYYHY B agpecHuii psagok Baworo 6paysepy abo
KOPUCTYMTECb BAacCHMMM 3aKknagkamu. He Bignosigalite Ha nMCTM 3 nNpoxaHHAM Bucnatv Bawy ocobucty abo
diHaHcoByY iHPOpMaLLito Ta He NepexoabTe MO BKa3aHMX MOCUNAHHAX, OCKiIbKM BCi ANCTH, 3 3aNNTOM KOHPIAeHUiMHOT
iHpopMaLLito € WaxXpanCbKMMN. AKLWLO BUHUKAM NUTAHHA, 3B’ AXiTbCA 3 KoHTakT-LleHTpom AT "MpoKpegunT baHKk" 3a
TenedpoHamm 044 590 10 00 abo 0 800 50 09 90 (BCi A3BiHKM 3i CcTaUiOHAPHWUX TenedoHiB Ha TepuTopii YKpaiHu
6€e3KOLITOBHi).

besneuHe 36epiraHHA naponeii:

Hikonn He HapaBaiTe noriH, Napob Ta iHWI KOH}iAEeHLiNHI AaHi cTopoHHiIM ocobam. AT "lMpoKpeaut baHK" Ta
cniBpobiTHUKM NPaBOOXOPOHHUX OPraHiB HIKO/IM He HaACMAAOTb 3aNUT Ha OTPUMAHHA Y KNiEHTIB KOHiAEeHLIMHOI
iHbopMaLii Yepe3 eNeKTPOHHY MOLWTYy, He 34iNCHIOTb PO3CUJIKY JIUCTIB 3 MPOXaHHAM BUCNATU KOHPIAEHUiMHY
iHpopmaLito, noriH Y Naponb, He PO3CMIATb, 3aC06aMM €NEeKTPOHHOI NOLWTK, NporpamHe 3abesneyeHHA AnA
BCTAHOB/IEHHA Ha Bawi komn'toTepu.

besneka rpoiueii:

He 3BepTaitTe yBarv Ha “lWmMpi” eNeKTPoHHI INCTH, B AKUX ONUCYIOTbCA MeToaM 3apobiTKy B IHTepHeTi. MpuBabausi
Npono3nuii Npo Nerknin 3apobiTok — Le WaxpalicTBo, AKE MaE Ha MeTi OTPUMaHHA KoHiAeHLiHOI iHpopMmaLii npo
Bawwi paxyHKu.

Komn'iotep gna po6otn 3 cuctemoro EnekTpoHHOro 6aHKiHry:

BMKopucToBYiTE JiLeH3inHI Konii onepauifHOT cMcTemMu Ta NporpamHoOro 3abesneyeHHs Ha Komn'ioTepax, AKi
BMKOPUCTOBYIOTbCA A/1A poboTn 3 cuctemoto EnekTpoHHoro 6aHKiHry. 3actocoBynTe Ha pobovomy Micui
cneuianisoBaHi NporpamMHi 3acobu 6e3nekun: nepcoHanbHi GaEPBONN, aHTU-LUMUTYHCbKE Ta aHTU-BiPyCHE NporpamHe
3abe3neyeHHs i T.M. 3 MAaKCMMaNbHO MOX/IMBUMW HaNalTyBaHHAMM He3neKkn. YHUKaiTe BUKOPUCTAHHA CUCTEMM
EneKkTpoHHOro 6aHKiHry 3 Komn'toTepis B rpomaacbkux micuax (iHTepHeT-Kade, 6ibnioTekax Ta 3oHax Free Wi-Fi), a
TAKOX 3 iHWKWX KOMN'tOTEPiB, HAaNALWTYBAHHA AKMX 3HAXOA4MTbCA NO3a BawnMm KOHTpoem.
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JopaatKoBi 3acTepeXXHi 3axoaum:

10.

Mam'aTaliTe Baw naponb Ta iHWY KOHOigeHUiNHY iHpopMmaLito Hanam’aTb. Pagumo yci NoBigoMNeHHs, AKi
MICTATb NepPCOHaNbHY iHGOPMaLLito, TaKy AK Napoi, SHUWKUTU. MU peKOMEHAYEMO BigKNOUUTU QYHKLLiIO
«aBTO3aMNOBHEHHAY.

He BMKoOpUCTOBYITE OAHAKOBI Naponi Ana cuctemm ENeKTpoHHOro 6aHKiHry Ta iHWKWX nporpam.

Mpw 3miHi napoato HOBMIA NAPOb NOBMHEH BYTW AOBXKMHOK HE MeHLe 8 CMMBOJIIB Ta CKAaAaTUCh 3
Habopy ManeHbKMX i BEAMKNUX NiTep, UNMdp Ta cneuiaibHUX CUMBONIB.

Hikonu He HafdaBaiTe NoriH, Naposib Ta iHWi KoH}iAeHUiMHI faHi cTOpoHHIM ocobam (a TakoX uneHam cim'i
Ta Apysam).

AT "MpoKpeaunT baHK" HiKoNKW He 3aNKUTye Napoi KNiEHTIB, KOTpi TeniedoHYOTb A0 KOHTaKT-LEeHTPY.

3aBKAN BUKOPUCTOBYMTE NOCKMAAHHA «YBINTU» Ha Hawomy Beb-caiiTi, wob oTpumaTh gocTyn Ao IHTepHeT-
6aHKiHry B bpay3epi, i 3aBXam BuxoabTe 3 IHTEpHET-6aHKY, HATUCHYBLUW KHONKY «BUATMY.

BBiliwoBLWwK A0 cucTemmn EnekTpoHHOro 6aHKiHry, He 3aaunwante komn’totep 6e3 Harnagy.

Ob6mexKTe A0CTYN NepcoHany, AKUMN He MaE BigHOLWEHHA A0 poboTH 3 cucTemoto ENeKTpoHHOro 6aHKiHry,
00 KoMN'toTepiB, KOTPi BUKOPUCTOBYIOTLCA AN POOOTU 3 HUM.

3anexHo Big, BaWoro iHTepHeT-6pay3epa pALOK CTaHy MoXKe ByTh YacTKOBO abo NOBHICTIO 3eNeHMIA.
HaTUCHYBLUX Ha CUMBO/ 3aMKY, BU MOKEeTe NepeBipuTK, AKUIA opraH Buaae cepTudikaT. AKLLO 3amMOK
BiAKPUTUI abo AKWO cepTudikaT He 6yB BuaaHuii AT “NMpoKpeaut baHK”, He pobiTb HifKMX onepaui Ta
HeramHo 3BepHiTbCA 40 BaHKy.

Alkwo Bu nomitnau nigo3pini 3miHm B poboTi abo B iHTepdeiici cuctemn EnekTpoHHoro 6aHkiHry AT
“NpoKpeaunt baHK”, 38’AXiTbcA 3 KoHTaKT-LleHTpom 6aHKy 3a TenedpoHamm 044 590 10 00 a6o 0 800 50
09 90 (Bci 038iHKU 3i cmauyioHapHUxX menegoHie Ha mepumopii YkpaiHu 6e3KowmogHi) abo HafiWwAiTb Ham
JINCTA e/IEKTPOHHO NOLWTO 3a agpecoto ukr.cc@procredit-group.com
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PekomeHpauii WoA0 3axucTy Big, ilmnHry
Lo Take ¢iwnHr?

®iwunHr (aHrn. phishing, Big fishing — pnbanbcTBo) — BMA iHTEPHET-WAXpancTBa, METOI AKOTO € OTPUMaHHA AOCTYNY
00 KoHoigeHUiHoi iHpopmau,ii KopucTyBadiB - N0OTiHIB Ta Naposie.

Lle focAraetbcs WANSXOM MPOBEAEHHS MacCOBMX PO3CUJIOK e/1eKTPOHHUX NCTiIB abo NoBigoMaeHb B coLianbHUX
MeperKax Big iMeHi BigoMWX opraHisauin, Hanpuknag, Big, imeHi GaHKiB. Y AMCTi, 3a3BMYall, MICTUTbCA npaAme
MOCU/IaHHA Ha CalT, AKMI 330BHi He Bigpi3HAETLCA Bif cnpaB)KHboOro. licas Toro, AK KOPUCTyYBay MOTPan/AE Ha
niapobaeHy CTOPiHKY, Waxpai HaMmaratTbcA PisHUMM MCUXOIOFIYHUMM MPUNOMAMM NPUMYCUTU MOT0 3a3HAYUTU CBiIll
JIOTiH Ta Napo/ib, AKUI BiH BUKOPUCTOBYE AJ11 OTPMMaHHA AOCTYNy A0 NeBHOro canty. OTpMmaHHA KOHdiaeHUiNHOT
iHbopMaLii KopucTyBaya Aa€ MOMK/IMBICTb LIAXpasmM BUKOPMUCTOBYBATU 0OJIKOBI 3anmncK Ta BaHKIBCbKi paxyHKU
KOPMCTYBaYiB B CBOIX LinAX.

e) O3HaKu ¢ilMHroBMUX AUCTIB:

File Edit View Favorites Tools Help
1. Ap,peca BiAﬂpaBHMKa

To: mu'A@anpeca
From: supportxxx@procreditbank.com . ua
Tema: 1H¢opriadin AnA Kopuctysauis IHTePHeT -BaHkiHry EHEKTPOHHa aﬂ.peca, L|.|,0 BiAO6pa)Ka6TbCﬂ B |'|Of|i

AT "NMpoKpeaut BaHk"
"Big:" HE € rapaHTi€to BignpaBKM eIeKTPOHHOIO INCTa Yepes

LIaHOBHWIA KOPUCTYBAa4Y CUCTEMN IHTEPHET - BaHKiHry

AT "MpoKpeawT BaHxk", nowToBy cuctemy AT “MpoKpeanT BaHK”.

B 98'ASKY S OHOB/NEHHAM NPOrPanHOrosadesnedenhs ®iwmnHrosi NOBiAOMNIEHHSA, 3a3BMYall, MatOTb BUIMNAS,

AT "MpoKpeaut BaHk" HeobxigHO NiATBEpAWTH AOCTOBIPHICTL Bawoi

RepCOBanLHOTIHGOPMANIT N0 _.. 2011 pory./ leDeNnTs; Oy, nacka, €/1eKTPOHHOrO0 /INCTA, AKUI 330BHI He BiAPI3HAETLCA Bif,

no BKa:?aHHOHy HM)K‘J‘e rinepnocunNaHHo: . . .

Atadibanlip Soreti SOk LosL b OpuriHanbHOro, BiANPaB/eHOoro 3 NOWTOBOI CUCTEMM

Phts e sa IHMHAcOBLUESRYHO O AT_“MpoKpeant BaHK”. Y 6inbluOCTi BUNALKIB 3/104UHL, He

3 nosarow, -

feisitlpokpeanzbans 3HaOTb BALIOrO iMeHi | ToMy ByAyTb BUKOPUCTOBYBATH

NwncT cchopmoBaHnin asTOMaTUYHO | HE noTpebye Bawoi sBignosiai aHOHiMHy d)OpMy ap,pecm HaanKﬂap, «Ll.laHOBHMﬁ KfliEHT»
, .

3pa3ok giwuHeos020 Aucma

EKcTpeHuii xapaKTep NOBiAOM/NIEHHA
3 MeToo 36iNblUEHHA KiNbKOCTI BiAryKiB, 310BMUCHUKM HaMaratoTbCca HagaTi NOBIAOMIEHHAM EKCTPEHWNI XapaKTep,
OKPEC/IO0UM NIMIT Yacy, | BUKNMKaTU HeobaymaHi aii KopucTyBaya.

Momunkm B Temi nucra

AK npasuno, B GpilULMHIOBUX NUCTax, B Noni "Tema:", BUKOPMUCTOBYETLCA Pi3HMIA pericTp niTep, Habip nitep Ta unop,
OOMNYyCKaloTbCA rpamaTuyHi abo ApyKapcbki momunku (Hanpuknag nOmu/lka, 1Hdopmaula) gns YHUKHEHHSA
$inbTpiB NOWTOBUX NpOrpam.
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PekomeHpauii WoA0 3axucTy Big, papmiHry
Lo Take papminr?

dapMiHr BigHOCUTLCA 40 MPAKTMKKM 3amiHu IP-agpecn neBHOI AOMALLHLOI CTOPIHKKM Waxpaicbkum IP-agpecoto.
KopucTyBay aBTOMATUYHO NepeHanpaBAf€ETbCA Ha NiapobaeHUi caliT, HaBITb He NiZO3pHoYM NPO Le.

AK po3ni3HaTu nigpobnenHnii cant?

1. Appeca Be6-caiity

3

File Edit View Favorites Tools Help

Address g] http:/f123,123,123.123/index. htm [

Mpuknad adpecHozo pAadKa

BinblwicTb MeToaiB dapmiHry 3BOAUTbLCA A0 MACKyBaHHA NigpobaeHUX nocunaHb Ha dapmiHrosi caktn nig
NoCUAaHHA pPeasibHUX OpraHisauiit. LLlaxpai 4acTo BMKOPWUCTOBYIOTb aZpecy 3 APYKapCbKMMW nomuakamu abo
cybaomeHn.

B piicHocTi, agpeca canty (URL) cknagaetbes 3 Habopy umndp Ta nitep i BMicT caitTy € nigpobnaeHmum. Ane yactmHa
iHpopMaLLT Ta HEKPUTUYHI MOCUNAHHA MOXKYTb BYTU OpUTriHANBHUMMU.

2. Cnnusaloui BikHa

KopucTytloumcb pisHMM  WKIAAMBUM NporpamHMm 3abesnedyeHHAM, LWaxpai MaloTb 3MOry CTBOPtOBAaTU Ta
po3milyBaTM nigpobneHi cnamvsarodi BiKHA Ha OCHOBI /NIEFITMMHOFO CalTy, KOTpi 3anuTyto KOH}igeHUinHY
iHpopmauito. Mpu upboMy cnpasBKHil caliT BaHKy byae Bigo6paxKyBaTUCh B GOHOBOMY PeKMMI. TaKUM YMHOM, BCA,
3a3HayeHa Bamu, iHbopmauia B niapobaeHomy cnanBao4omy BikHi byae AOCTYNHA WaxXpasm.

AK 3axucTuTUCA Big, PilLMHroBUX Ta GpapMiHroBuX aTtak?

AT "MpoKpeaunT BaHK" HiKOAW He HaACKMNAE 3anUT Ha OTPUMAHHSA Y KIEHTIB KoHiaeHUiliHOI iHbopmauii yepes
€/1EKTPOHHY MOLWTY, He 3A4iMCHIOE PO3CUJIKY JINCTIB 3 NPOXaHHAM BUCIATU KOHOIAEHUiMHY iHbOpMaLLito, NOTiH UK
naposib, He PO3cuUaE, 3acobamm eNeKTPOHHOI NOoWTM, NnporpamHe 3abesnevyeHHs ANA BCTAHOB/AEHHA Ha Bawi
Komn'toTepu.

BWKOHaHHA nepepaxoBaHMX HUXKYe Npasua 403BOINTL Bam yCI'IiUJHO NPOTUCTOATH LLIaXpal\/'ICbKVIM aTaKaMm:

Hikonn He HapgaBanTe NOriH, Napob Ta iHWI KOHIAEHLiNMHI AaHi cTOpoHHIM ocobam. He Bignosigalite Ha ancTn 3
npoxaHHAM BUcNaTV Bawwy ocobucty abo piHaHcoBY iHGOpMaL,ito Ta He NepexoabTe MO BKa3aHMX NOCUNAHHSX,
OCKIiNbKW BCi INCTW, 3 3anNnTOM KoHOiaeHLiMHOT iHbopmaL,ito € WaxpanCbKMmMM.

AKLWO Bn oTpUManu CyMHIiBHUI eNeKTPOHHUI AnCT Big imeHi AT "MpoKpeanTt baHk", nosigomTe npo ue KoHTaKT-
LeHTp 6aHKy 3a TenedpoHamu 044 590 10 00 abo 0 800 50 09 90 (Bci A3BiHKM 3i cTaLioHapHUX TeniedOHIB Ha
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Teputopil YKpaiHM 6e3KoLLITOBHI), abo nepeLniTb CYyMHIBHUIA INCT 3 KOMEHTapPAMM Ha eNeKTPOHHY aapecy:
ukr.cc@procredit-group.com

BuKopuMcTOBYITE OCTaHHIO Bepcito bpay3epa. Taki 6pay3sepu Ak Internet Explorer, FireFox, Google Chrome, Opera
CUCTEMATMYHO OHOBAIOKOTLCA | MatoTb GINbTP 3aXUCTY Big, GilUMHTY.

3aBxguM nepesipAnTe, Npu nepegadi nepcoHanbHoi iHpopmMalii, Ta BUKopuUcToByinTe WndpoBaHe 3’ egHaHHA. Mpu
BMKOpPUCTaHHI 6e3ne4yHoro 3’egHaHHA agpeca caiTy 3aBam po3noynHaeTbea 3 "https://", a He 3 http://. Kpim
TOro, NepeKoHanTecs, Wo AomeHHe im'a B URL-aapecy 3aBaHTaXKeHOi CTOPiHKM HaNnMCaHO NPaBU/IbHO i He
nepeHanpaBseHO Ha AOMEHHE iM'A 3 TPOXM iHLWMM HaNUCaHHAM, MOXANBO, 3 A04ATKOBUMM BykBamu abo 3
nepecTaHOBKOI OyKB. HeraimHo 3aBepLunTe ceaHc, AKLO BOHW HegilicHi abo B 6paysepi BigobparkaeTbes
NoBIAOMAEHHA NPO MOMUJIKY.

Mpu po3KpPUTTI KOHOIAEHLUiNMHOT iIHbOopMaLi, NepekoHanTecs, Wo BMU NepebyBaeTe Ha 3aWMbpPOBaHiN AOMaLLHIN
CTOPIHUj (Ha WO BKa3ye CMMBO 3aMKY B PAAKY CTaHy). HaTUCHYBLIM Ha CUMBO/I 3aMKY, BU 3MOKETE NepernsHyTu
cepTndikaT 6e3nekn cTopiHKK. IMm'a gomeHy, BKasaHe B cepTudikaTi, Ma€ 36iratnca 3 im'am JOMALLHbOT CTOPIHKM,
Ha AKY BM TifIbKM WO OTPUMAAN 4OCTyn.

3B’asynTech 3 KoHTakT-LUeHTpom AT "MpoKpeaut baHk" 3a TenedpoHamm 044 590 10 00 abo 0 800 50 09 90 (Bci
O3BiHKM 3i cTauioHapHUX TenedoHiB Ha TepuTopii YKpaiHn 6e3KoWwToBHI) abo HaAiwniTb HamM INCTa €N1EKTPOHHOO
nowToto 3a aapecoto ukr.cc@procredit-group.com , Ko cuTyauia 34aeTbcs Bam nigospinoto.
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